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Abstract 

A recent challenge in medical imaging systems is to provide an authentication 

scheme that is suitable for colour medical images because this type of images is 

increasingly used in this field. In this work, a new tamper detection and 

localization scheme is presented to safeguard the colour medical images which 

are stored or shared through open access networks. The proposed scheme ensures 

the safety of the region of interest (ROI), which is very important for the 

diagnosis process, by excluding it from the embedding process. The 

authentication data has been calculated from the ROI and embedded in the 

Slantlet transform coefficients of the remaining part of the image. The 

experiments that have been carried out confirmed the efficiency of the proposed 

technique which can detect and localize any tampering in the ROI. The 

experimental results and the general comparisons with the state-of-the-art 

schemes proved that there is a promising future for the proposed technique in the 

practical applications. 

Keywords: Color medical image protection,  Color medical image security, Tamper 

detection, Tamper localization. 
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1.  Introduction 

The computing field is rapidly growing day after another and with this swift growth 

many types of digital information (e.g., music, video, image, text, …) are 

distributed through different networks such as local networks and internet [1, 2]. 

The digital medical data in their different forms (e.g., medical images, electronic 

patient record (EPR), electronic health record (EHR), health surveys, clinical trials 

data, …) are widely used and distributed. One of the important medical data is the 

digital medical image which can be exchanged through internet for different 

purposes such as getting the diagnosis results from different hospitals or getting 

opinion of a specialist who is far away from the currently examined patient. Saving 

the medical images in their digital form or sending them through internet requires 

security and protection against any modifications which may cause wrong 

diagnosis process. Over the years, different tamper detection and localization 

methods have been presented based on image watermarking techniques [3-5]. Some 

medical image authentication (MIA) schemes can only detect tampering without 

providing any information about the tampered place [6-14] while others can also 

localize the region in which tampering has been conducted [15-18]. 

The watermarking process mainly based on modifying the pixels of the image 

in order to hide the data that is required for authentication. In some medical image 

authentication techniques (MIA), the whole image is used to embed the watermark 

[12, 15-18] while in others the medical image is divided into two regions [6-11, 

13]. Since the diagnosis processes are relying on medical images, the watermarking 

techniques should ensure the intactness of the image either by using the reversible 

watermarking process or by excluding the region of interest (ROI) from the 

watermark embedding process. The limitation of the MIA schemes in [6-9, 12, 15, 

17] is that they cannot ensure the intactness of the medical image because they used 

irreversible watermarking techniques to hide the watermark.  

The watermark can be inserted in the image either in the spatial domain by 

modifying the pixels [19-23] or in the transform domain which require applying a 

transformation process before embedding the watermark [24-30]. It is known that the 

spatial domain-based watermarking techniques are fragile and any small modification 

in the image will destroy the watermark, therefore, most of the MIA schemes depends 

on this property for authentication process. However, the recent researches proved 

that the medical image watermarking techniques require robustness against 

unintentional attacks such as channel noise and image compression [31-37]. On the 

other hand, the previous MIA schemes focused on grayscale images because of their 

prevalence. Nowadays, the colour medical images (CMIs) are increasingly used in 

the medical imaging systems therefore the following research questions are raised:  

• Are the available authentication schemes directly applicable to CMIs? 

• Is it possible to present an authentication scheme that can exactly detect and 

localize the tampered region in CMIs? 

• Is it possible to provide robustness against unintentional attacks while 

achieving the tamper detection and localization objectives? 

• How to achieve the above-mentioned objectives without affecting the medical 

image diagnosis process? 
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The watermarking techniques for grayscale images are not directly applicable 

to colour medical images because of their nature as explained in [37-39]. Since this 

research gap has not been highlighted sufficiently, there are very rare researches 

related to this topic. On the other hand, the recent research interests in the medical 

image authentication field are directed towards obtaining robustness against 

unintentional attacks while achieving the tamper detection and localization 

capabilities [39]. Therefore, it is necessary to present a new authentication scheme 

suitable for CMIs which can meet these recent interests.  

Based on the previously mentioned research gap and questions, the objective of 

this work has been directed towards presenting a new tamper detection and 

localization (TDL) scheme that is suitable for CMIs and at the same time it can 

withstand unintentional attacks. The transform domain-based watermarking is a 

better candidate for obtaining robustness against attacks which has been proved by 

many researches in this field [23, 36, 40-44], therefore, this domain will be adopted 

to carry the authentication data. The next section of this paper illustrates the details 

of the proposed scheme and its algorithms; then section 3 presents the experimental 

results and discussions; and section 4 contains the conclusions of this work.  

2.  The Proposed Scheme and Algorithms   

The proposed tamper detection and localization scheme in this paper is region of 

interest (ROI) based. In order to ensure the intactness of the ROI it will be excluded 

from the data embedding process. The main idea of the proposed scheme is to 

calculate the authentication bits for TDL from the ROI and embed them in the 

region of non-interest (RONI) using robust watermarking technique. Figure 1 

presents a general architecture of the medical imaging system in which the 

proposed scheme is included. The proposed scheme for tamper detection and 

localization is mainly consists of two sides: one side is for the data embedding and 

the other is for data extraction. The upcoming subsections illustrate the details of 

the proposed algorithms.  

 

Fig. 1. General architecture of the medical  

imaging system including the proposed scheme. 

2.1. The proposed data embedding scheme  

In the proposed scheme, the tamper detection and localization data is generated 

from the image blocks that are related to the ROI for each channel in the colour 
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medical image. To ensure the robustness of the embedded data, it has been 

embedded in the transform domain by applying image transform. Since the Slantlet 

transform (SLT) proved its efficiency in many robust watermarking techniques, it 

will be adopted here. To facilitate the explanation of the data embedding scheme, 

the algorithms will be explained in three subsections that are the main embedding 

algorithm (EmMain), the embedding algorithm for a single channel from the colour 

medical image (EmCh), and the embedding algorithm for the RONI-blocks 

(EmRONI). Figure 2 illustrates the flow charts of the proposed algorithms for the 

data embedding scheme. 

 

Fig. 2. Flow charts of the proposed algorithms for the data embedding scheme. 

2.1.1. The main embedding algorithm (EmMain) 

The main embedding algorithm (EmMain) which is shown in Fig. 2 starts by 

reading the colour medical image which consists of three channels that are the red, 

green, and blue (RGB). The three channels can be separated and each channel 

image can be processed as a grayscale image. The steps of EmMain algorithm can 

be explained as follows:  

Input: Original colour medical image 𝐼. 

Output: Watermarked colour medical image 𝐼𝑤 and side information code (SIC).  

Step 1: Read the original RGB colour medical image 𝐼 of size [𝐻, 𝑊, 3]. 

Step 2: Display 𝐼 and select the ROI using polygon. The positions of the selected 

points of the polygon are coded using Bose–Chaudhuri–Hocquenghem (BCH 

(15,11)) and saved as side information (SIC).  
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Step 3: Generate a logical mask image 𝑀 of size [𝐻, 𝑊] as follows:  

𝑀(𝑖, 𝑗) = {
0 𝑖𝑓 𝐼(𝑖, 𝑗) ∉ ROI

1 𝑖𝑓 𝐼(𝑖, 𝑗) ∈ ROI
 

where 𝐼(𝑖, 𝑗) 𝑎𝑛𝑑 𝑀(𝑖, 𝑗)  are pixels of the input image and the mask image, 

respectively, at the coordinates (𝑖, 𝑗).  

The mask image 𝑀 is different according to the selected ROI as illustrated in 

Fig. 3. 

 

Fig. 3. Different mask images according to the selected ROI. 

Step 4: Extract one channel (i.e., red, green, or blue) from the CMI and apply 

watermark embedding process by calling the EmCh algorithm (which will be 

explained in the next section) to obtain the watermarked channel. Repeat the 

process for the other two channels.   

Step 5: Construct the watermarked colour medical image from the resultant 

watermarked channels. The watermarked colour medical image is sent with the side 

information code to the receiver side. 

2.1.2. The embedding algorithm for a single channel (EmCh) 

The embedding algorithm (EmCh) shown in Fig. 2 is applied to a single channel which 

is treated as a grayscale image. The EmCh algorithm can be illustrated as follows:  

Input: the original channel image 𝐼𝑐  and the mask image 𝑀 

Output: the watermarked channel image 𝐼𝑤𝑐   

Step 1: Read the input channel 𝐼𝑐  and mask image 𝑀.  

Step 2: Divide 𝐼𝑐 and 𝑀 into non-overlapping blocks of size (16×16).  
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Step 3: Classify 𝐼𝑐 blocks into 𝑅𝑂𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 and 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠.  

The processes of dividing the images (𝐼𝑐 and 𝑀 ) and classifying the blocks of 𝐼𝑐 

are illustrated in Fig. 4 and the algorithm can be explained as follows: 

Let the size of  𝐼𝑐 is (H×W) 

For 𝑥 = 1 𝑡𝑜 𝐻/16 

For 𝑦 = 1 𝑡𝑜 𝑊/16 

Select the block from the mask image 𝑀 at the order (𝑥, 𝑦)  

Calculate average of the pixels in the selected block (𝐴𝑣𝑀) in order to be used for 

classifying  𝐼𝑐  blocks.  

Classify the block of  𝐼𝑐  according to the 𝐴𝑣𝑀 value as follows:  

If 𝐴𝑣𝑀 = 0 then the block of 𝐼𝑐 at the same position belongs to 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 

If 𝐴𝑣𝑀 ≠ 0 then the block of 𝐼𝑐 at the same position belongs to 𝑅𝑂𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 

Continue until finish all the image blocks. 

 

Fig. 4. Dividing images into non-overlapping blocks and classifying them. 

Step 4: Calculate the tamper detection and localization data (TDLD) for each block 

in 𝑅𝑂𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 as follows: 

𝑇𝐷𝐿𝐷{𝐵} =
1

𝐵𝑠
2 ∑ ∑ 𝐵(𝑖, 𝑗)

𝐵𝑠

𝑗=1

𝐵𝑠

𝑖=1

 

where 𝑇𝐷𝐿𝐷{𝐵} is the tamper detection and localization data for the block 𝐵 from 

𝑅𝑂𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠. 𝐵𝑠 is the side length of the block 𝐵, and 𝐵(𝑖, 𝑗) is the pixel value at 

the coordinates (𝑖, 𝑗) in the block 𝐵.  

Step 5: Convert the 𝑇𝐷𝐿𝐷  values to binary sequence and apply BCH (15,11) 

encoding to improve the robustness. 

Step 6: Calculate the length of the resultant sequence, if the length is not a multiple 

of 64 bits then extend the length of the sequence by zeros. The resultant binary 

sequence is saved as follows: 

𝑆𝑒𝑞 = {𝑆1, 𝑆2, … , 𝑆𝐿𝑠𝑒𝑞  (𝑤ℎ𝑒𝑟𝑒 𝐿𝑠𝑒𝑞 𝑖𝑠 𝑡ℎ𝑒 𝑙𝑒𝑛𝑔𝑡ℎ 𝑜𝑓 𝑡ℎ𝑒 𝑏𝑖𝑛𝑎𝑟𝑦 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒)}. 

Step 7: Calculate the capacity of the 𝑅𝑂𝑁𝐼 as follows:  

𝐶𝑅𝑂𝑁𝐼 = 𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 ∗ 64 (𝑏𝑖𝑡𝑠)         

Step 8: Compare 𝐿𝑠𝑒𝑞 and 𝐶𝑅𝑂𝑁𝐼  to ensure there is an enough space to embed the 

binary sequence. If the 𝐶𝑅𝑂𝑁𝐼 < 𝐿𝑠𝑒𝑞 then a report is sent which clarifies that that 

the algorithm cannot continue because the selected ROI is large which will give an 

option to select a smaller ROI. If the 𝐶𝑅𝑂𝑁𝐼 ≥ 𝐿𝑠𝑒𝑞 then continue to the next step.  
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Step 9: Call the embedding algorithm for 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 (𝐸𝑚𝑅𝑂𝑁𝐼) (which is 

explained in the next section). The inputs of the algorithm are 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 and  

𝑆𝑒𝑞. The outputs of the algorithm are the watermarked 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠.  
Step 10: Construct the resultant watermarked channel image 𝐼𝑤𝑐  by replacing the 

original 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 by the watermarked 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠. 

2.1.3. The embedding algorithm for RONI-blocks (EmRONI) 

The embedding algorithm for RONI blocks (EmRONI) which is shown in Fig. 2 

can be explained as follows: 

Input: The set of RONI blocks 𝐵𝑚 = {𝐵1, 𝐵2 , … , 𝐵𝐿}  and the binary sequence 

𝑆𝑒𝑞𝑛 = {𝑆1, 𝑆2, … , 𝑆𝐿𝑠𝑒𝑞} 

Output: The watermarked RONI blocks 𝐵𝑤𝑚 = {𝐵𝑤1, 𝐵𝑤2, … , 𝐵𝑤𝐿} 

Step 1: Pre-process 𝐵 to avoid overflow/underflow of the pixels as follows:  

 For 𝑚 = 1 𝑡𝑜 𝐿 (where L is the total number of RONI blocks)  

 Block=𝐵𝑚; 

 𝐵𝑎𝑚(𝑖, 𝑗) = {
3 𝑖𝑓 𝐵𝑚(𝑖, 𝑗) ≤ 2

252 𝑖𝑓 𝐵𝑚(𝑖, 𝑗) ≥ 253
 

 End for  

 The resultant adjusted blocks are saved in 𝐵𝑎𝑚 = {𝐵𝑎1, 𝐵𝑎2, … , 𝐵𝑎𝐿} 

Step 2: Generate the Slantlet matrix (𝑆𝐿𝑇) for the same size of 𝐵𝑎𝑚 block, and set 

the threshold value 𝑇ℎ𝑟 = 3.  

Step 3: Divide the 𝑆𝑒𝑞 into frames 𝐹𝑑 = {𝐹1, 𝐹2, … , 𝐹𝑛𝑓} each of length (64 bits). 

The reason of dividing the sequence into frames is to prepare the binary bits that 

will be embedded in each block from RONI where each 𝐵𝑎𝑚 block can carry 64 

bits as illustrated in Fig. 5.  

 

Fig. 5. Illustration for the number of bits that  

can be embedded in each block from the RONI. 

Step 4: Embed each frame from 𝐹𝑑 in a block from 𝐵𝑎𝑚 as follows:   

 𝐹 = 𝑓𝑟𝑎𝑚 𝑓𝑟𝑜𝑚 𝐹𝑑 (64 bits); 𝐵 = 𝐵𝑙𝑜𝑐𝑘 𝑓𝑟𝑜𝑚 𝐵𝑎𝑚  ; 
 Transform 𝐵 using 𝑆𝐿𝑇 matrix [36] as follows: 𝐵𝑇 = 𝑆𝐿𝑇 ∗ 𝐵 ∗ 𝑆𝐿𝑇′  
 Divide the block 𝐵𝑇  into four subbands as follows:  
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 𝐿𝐿 = 𝐵𝑇 (1:
𝑁

2
, 1:

𝑁

2
) ; 𝐿𝐻 = 𝐵𝑇 (

𝑁

2
+ 1: 𝑁, 1:

𝑁

2
) ; 

 𝐻𝐿 = 𝐵𝑇 (1:
𝑁

2
,

𝑁

2
+ 1: 𝑁) ; 𝐻𝐻 = 𝐵𝑇 (

𝑁

2
+ 1: 𝑁,

𝑁

2
+ 1: 𝑁) ; 

Take one bit from 𝐹  and modify the difference between 𝐻𝐿  and 𝐿𝐻 

coefficients according to the bit value as follows:  

If the bit is 1 and 𝐷1 = 𝐻𝐿(𝑥, 𝑦) − 𝐿𝐻(𝑥, 𝑦)  is less than or equal to 𝑇ℎ𝑟 

then increase 𝐻𝐿 and decrease 𝐿𝐻 by (
𝑇ℎ𝑟−𝐷1

2
).    

If the bit is 0 and 𝐷2 = 𝐿𝐻(𝑥, 𝑦) − 𝐻𝐿(𝑥, 𝑦)  is less than 𝑇ℎ𝑟  then 

increase 𝐿𝐻 and decrease 𝐻𝐿 by (
𝑇ℎ𝑟−𝐷2

2
).   

Repeat until finish all 64 bits of the frame 𝐹.  

Replace the original 𝐻𝐿  and 𝐿𝐻  by the adjusted 𝐻𝐿  and 𝐿𝐻  subbands 

then apply inverse SLT [36] to obtain the watermarked blocks as follows: 

𝐵𝑊 = 𝑆𝐿𝑇′ ∗ 𝐵𝑇 ∗ 𝑆𝐿𝑇 

Save the watermarked blocks to obtain the output 𝐵𝑤𝑚 =
{𝐵𝑤1, 𝐵𝑤2, … , 𝐵𝑤𝐿}  

2.2.  The proposed data extraction scheme  

The algorithms for the data extraction will be explained in three subsections that 

are the main extraction algorithm (ExMain), the extraction algorithm for a single 

channel from the colour medical image (ExCh), and the extraction algorithm for 

the RONI-blocks (ExRONI). The flow charts of the proposed data extraction 

algorithms are shown in Fig. 6. 

 

Fig. 6. Flow charts for the proposed  

algorithms for the data extraction scheme. 
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2.2.1. The main extraction algorithm (ExMain) 

The main extraction algorithm (ExMain) which is shown in Fig. 6 starts by reading 

the input image and SIC and ends at a verification message and tamper localization 

result when the watermarked image is tampered. The steps of the algorithm can be 

explained as follows: 

Input: The watermarked colour medical image 𝐼𝑤 and side information code SIC.  

Output: Verification message and tamper localization result for the tampered 

image. 

Step 1: Read 𝐼𝑤 and SIC.   

Step 2: Select the ROI using the side information code which contains the locations 

of the points that have been selected to specify the ROI.  

Step 3: Generate the mask image according to the selected ROI as illustrated in 

(Section 2.1.1).  

Step 4: Calculate the average values of the ROI blocks in each channel as follows:  

For 𝑖 = 1 𝑡𝑜 3 (the steps are repeated for the three channels)  

𝐶ℎ𝑎𝑛𝑛𝑒𝑙 = 𝐶ℎ𝑖; 𝑀𝑎𝑠𝑘 = 𝑀;  

Divide 𝐶ℎ𝑖 and 𝑀 into non-overlapping blocks 

Calculate the average of each 𝑀 block and classify 𝐶ℎ𝑖 blocks into ROI-

blocks and RONI-blocks as illustrated in (section 2.1.1).  

Calculate average of ROI-blocks using:  

              𝐶𝑎𝐴𝑣 {𝐵} =
1

𝐵𝑠
2 ∑ ∑ 𝐵(𝑖, 𝑗)

𝐵𝑠
𝑗=1

𝐵𝑠
𝑖=1  

Where 𝐶𝑎𝐴𝑣 {𝐵} is the calculated average value for the block 𝐵, and 𝐵𝑠 

is the side length of the block. 𝐵(𝑖, 𝑗) is the pixel value at the coordinates 

(𝑖, 𝑗) in the block 𝐵.  

Save the outputs of the algorithm in 𝐶𝑎𝐴𝑣𝑖  

End for  

Step 5: Extract TDLD information from the RONI-blocks in each channel of the 

CMI as follows:  

For 𝑖 = 1 𝑡𝑜 3 (the steps are repeated for the three channels)  

 𝐶ℎ𝑎𝑛𝑛𝑒𝑙 = 𝐶ℎ𝑖; 𝑀𝑎𝑠𝑘 = 𝑀;  

 Call the extract from channel algorithm (ExCh) for the inputs 𝐶ℎ𝑖  and 𝑀 

 Save the outputs of the algorithm in 𝐸𝑥𝐴𝑣𝑖  

 End for  

Step 6: Compare the  𝐶𝑎𝐴𝑣𝑖  and 𝐸𝑥𝐴𝑣𝑖  for the three channels to detect any 

tampering in the medical image as follows:  

For 𝑖 = 1 𝑡𝑜 3 (the steps are repeated for the three channels)  

 If 𝐶𝑎𝐴𝑣𝑖 = 𝐸𝑥𝐴𝑣𝑖  then the channel is authentic (there is no tampering)  

 Else the channel is not authentic (tampering has been detected)  

 End for  

If the three channels are authentic, then a message can be displayed such 

as “The colour medical image is authentic” as a verification message and 

the algorithm is turned off at this step.  

If tampering has been detected, then a message can be displayed such as 

“The colour medical image is not authentic” as a verification message and 

the algorithm is continued to the next step. 



Tamper Detection and Localization Scheme for Colour Medical Images       769 

 
 
Journal of Engineering Science and Technology        February 2022, Vol. 17(1) 

 

Step 7: Localize the tampered region using the following steps:  

Display the watermarked colour medical image  

For 𝑖 = 1 𝑡𝑜 3 (the steps are repeated for the three channels)  

If 𝐶𝑎𝐴𝑣𝑖 ≠ 𝐸𝑥𝐴𝑣𝑖  then localize the tampered blocks by displaying a 

border around the tampered blocks in the image.  

 End for  

2.2.2. The extraction algorithm from a single channel (ExCh) 

The data embedded in the RONI-blocks can be extracted using extraction algorithm 

for a single channel (ExCh) which is shown in Fig. 6. The steps of the algorithm 

are as follows:  

Input: The watermarked channel image 𝐼𝑤𝑐  and the mask image 𝑀 

Output: The extracted average values 𝐸𝑥𝐴𝑣  

Step 1: Read 𝐼𝑤𝑐  and 𝑀.  

Step 2: Divide 𝐼𝑤𝑐  and 𝑀 into non-overlapping blocks of size (16×16).  

Step 3: Calculate average value for each block in 𝑀 (𝐴𝑣𝑀) then classify the blocks 

of  𝐼𝑤𝑐  into two types (𝑅𝑂𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 and 𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠) according to the 𝐴𝑣𝑀 

values as explained in (section 2.1.2).   

Step 4: Call the 𝐸𝑥𝑅𝑂𝑁𝐼  algorithm where its inputs are  𝑅𝑂𝑁𝐼 − 𝑏𝑙𝑜𝑐𝑘𝑠 . The 

output of the algorithm is the extracted average sequences from the RONI.  

Step 5: Decode the extracted average sequences from the RONI using BCH (11,15) 

then convert the binary sequence to average values to obtain 𝐸𝑥𝐴𝑣. 

2.2.3. The extraction algorithm from RONI-blocks (ExRONI) 

The embedded bits in the RONI-blocks can be extracted using the extraction from 

the RONI algorithm (ExRONI) which is shown in Fig. 6. The steps of the algorithm 

can be explained as follows: 

Input: The set of RONI blocks 𝐵𝑚 = {𝐵1, 𝐵2 , … , 𝐵𝐿}  

Output: The extracted binary sequences 𝐸𝑥𝑆𝑒𝑞  

Step 1: Generate the Slantlet matrix (𝑆𝐿𝑇) for the same size of 𝐵𝑚 block. 

Step 2: Extract the embedded bits from each block  𝐵𝑚 as follows:  

 For 𝑚 = 1 𝑡𝑜 𝐿 (where L is the total number of RONI blocks)  

 Block=𝐵𝑚; 

 Transform 𝐵 using 𝑆𝐿𝑇 matrix as follows: 𝐵𝑇 = 𝑆𝐿𝑇 ∗ 𝐵 ∗ 𝑆𝐿𝑇′ 
 Divide the block 𝐵𝑇  into four subbands. 

 Extract the 64 bits from the block using:  

 For 𝑎 = 1 𝑡𝑜 64 

 𝐵𝑖𝑡(𝑎) = {
1 𝑖𝑓 𝐻𝐿(𝑥, 𝑦) ≥ 𝐿𝐻(𝑥, 𝑦)
0 𝑖𝑓 𝐿𝐻(𝑥, 𝑦) < 𝐻𝐿(𝑥, 𝑦)

 

 End for  

 The extracted binary sequences are saved in 𝐸𝑥𝑆𝑒𝑞𝑚 

 End for  

 Step 3: Save the extracted binary sequences in 𝐸𝑥𝑆𝑒𝑞 
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3. Experimental results and discussion  

Several experiments have been conducted for different CMIs from [45, 46] in order 

to evaluate the proposed TDL scheme. The following subsections introduce some 

results that have been obtained from the experimental tests. A general comparison 

with state-of-the-art schemes from [6-18] is presented in the final subsection. 

3.1. TDL test 

The performance of the proposed TDL scheme has been evaluated for two different 

tampering processes in the ROI. The first tampering process that has been imposed 

on the watermarked CMI is the (copy & paste) process in which some pixels of the 

image are copied and used to replace some other pixels in the ROI. The second 

tampering process is erasing some pixels in the ROI. Samples of the experimental 

results that have been obtained from this test are shown in Figs. 7 and 8. This test 

proved the ability of the proposed TDL scheme to detect and localize any tampering 

in the ROI of the CMIs. The accuracy of the scheme is 100% and there is no false 

detection even for very small, tampered region. 

 

Fig. 7. Tamper detection and localization results for colour medical image 1. 
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Fig. 8. Tamper detection and localization results for colour medical image 2. 

3.2. Capacity and payload test 

The embedding capacity of the proposed TDL scheme refers to the total number of 

bits that can be embedded in the RONI while the payload refers to the total number 

of bits that are generated as tamper detection and localization information for the 

selected ROI.  

To test the capacity and payload of the proposed scheme, different ROI areas 

have been selected from different colour medical images as shown in Fig. 9. The 

sizes of the test images are as follows: (image 1 (512×512×3), image 2 

(1043×1640×3), image 3 (336×453×3), and image 4 (356×455×3)).  

The results from the capacity test are shown in Fig. 10 which proved that for 

the same medical image when the size of the selected ROI is increased the capacity 

is decreased because the number of the RONI-blocks is decreased. The results from 

the payload test are shown in Fig. 11 which proved that the larger the ROI, the 

higher the payload because of generating more tamper detection and localization 

bits. Thus one can conclude that the embedding capacity and payload for the same 

medical image depend on the size of the selected ROI. Note that the names of the 

images have been abbreviated in the Figs. 10 and 11 as follows: (Im1 for image 1, 

Im2 for image 2, Im3 for image 3, and Im4 for image 4). 
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Fig. 9. Samples of the colour medical images with different ROI areas. 

 

Fig. 10. Capacity test results.  



Tamper Detection and Localization Scheme for Colour Medical Images       773 

 
 
Journal of Engineering Science and Technology        February 2022, Vol. 17(1) 

 

 

Fig. 11. Payload test results. 

3.3. Invisibility test  

To provide security, it is necessary to obtain watermarked CMIs with high visual 

quality. To evaluate the performance of the proposed scheme in terms of visual 

quality, two evaluation tests have been conducted which are subjective and 

objective evaluation methods. For subjective evaluation, the watermarked CMIs 

are displayed to be checked if there are any visible distortions in the image. Samples 

of the CMIs are shown in Fig. 12 which proved that the difference between the 

original CMIs and the watermarked CMIs is imperceptible. For objective 

evaluation, the peak signal-to-noise ratio for colour images (PSNRc) and the mean 

square error (MSEc) have been calculated [37].  

The PSNRc results for the same test images that have been used in section (3.2) 

are shown in Fig. 13 which proved that the larger the size of the ROI, the lower the 

visual quality of the watermarked image because more modifications are performed 

to embed the binary data. The MSEc results for the same test images are shown in 

Fig. 14 which proved that the errors are increased when larger ROI is selected. On 

the other hand, the results proved that when the size of the medical image is small, 

the value of the MSEc is high for the same payload as shown in the results of Im1-

ROI1 and Im3-ROI1 and the reason of this behaviour is that the MSEc is inversely 

proportional to the total number of pixels in the image. 
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Fig. 12. Samples of the watermarked colour medical images. 

 

Fig. 13. PSNRc test results for different CMIs.  
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Fig. 14. MSEc test results for different CMIs.  

3.4. Comparison with the state-of-the-art  

The main aim of the proposed TDL scheme is to be suitable for the CMIs. The 

previous authentication techniques that have been presented for grayscale medical 

images are not directly comparable with the proposed technique in terms of 

experimental results, therefore, only general comparisons are valid here.  

This section presents a general comparison between the proposed scheme and 

the tamper detection schemes in [6-14] and the tamper detection and localization 

schemes in [15-18] to prove the superiority of the proposed TDL scheme. Table 1 

illustrates the comparison in terms of tamper detection and localization capabilities, 

intactness of the image or the ROI, the domain of watermark embedding, and the 

type of the medical images.  

The comparison can be summarized as follows:  

• The proposed TDL scheme outperforms the schemes in [6-14] because it can not 

only detect tampering but also localize the tampered region.  

• The proposed TDL scheme outperforms the schemes in [6-9, 12, 15, 17] in terms 

of preserving the intactness of the ROI.   

• The proposed TDL scheme outperforms the spatial-domain based schemes [6, 

10-16, 18] in terms of robustness against unintentional attacks because the 

spatial-domain based schemes are fragile. On the other hand, the proposed TDL 

scheme is better than the DWT based schemes in [7-9, 17] because the SLT 

based watermarking performs better in terms of visual quality and robustness 

against attacks which has been proved in many researches [35-37, 39, 44, 47].  
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• The scheme is suitable for colour medical images which makes it a better 

candidate for the colour medical imaging systems.  

Table 1. General comparison between the  

proposed scheme and the state-of-the-art schemes. 

Scheme 
ROI- 

based 
TD TL 

I- 

ROI 
Domain Image type 

[6]     Spatial-LSBs Grayscale 

[7]     Transform-DWT Grayscale 

[8]     Transform-DWT Grayscale 

[9]     Transform-DWT Grayscale 

[10]     Spatial-LSBs Grayscale 

[11]     Spatial-chaotic key Grayscale 

[12]     Spatial-LSBs Grayscale 

[13]     Spatial-LSBs Grayscale 

[14]     Spatial -DE Grayscale 

[15]     Spatial-LSBs Grayscale 

[16]     
Spatial-Pixels 

modification 
Grayscale 

[17]     Transform-DWT Grayscale 

[18]     
Spatial-Pixels 

modification 
Grayscale 

Proposed     Transform-SLT Color 

* TD: Tamper detection , TL: Tamper localization, I-ROI: Intactness of the 

             region of interest 

4. Conclusions  

In this work, a new tamper detection and localization scheme for CMIs is presented. 

To prevent distortions in the ROI which may be generated because of hiding the data 

bits in the image, the scheme has been implemented to exclude the ROI from the 

watermark embedding process. The authentication bits have been generated from the 

ROI and embedded in the SLT coefficients of the RONI. To assess the performance 

of the proposed TDL scheme different experimental tests have been performed. The 

results provide that the scheme can detect and localize any tampering in the ROI. The 

watermarked images obtained good visual quality results and the embedded data is 

imperceptible. The capacity and payload has been tested for different ROI areas and 

the results proved that the smaller the ROI, the higher the capacity, the lower the 

payload and vice versa. The scheme has been successfully used for CMIs and it can 

be adopted for other colour images in practical applications.  

 

Nomenclatures 
 

AvM Average of the mask image block  

B Block from the ROI  

Bam Adjusted Bm block 

Bm Block from the region of non-interest  

Bs Side length of the block B 

BT Transformed B block 
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Bw Watermarked Bam block 

CaAv Average of ROI blocks 

Ch The channel image  

CRONI Capacity of the region of non-interest  

ExAv Extracted average values 

ExSeq Extracted binary sequence 

Fd Frame (64 bits) from the binary sequence (Seq) 

H Height of original colour medical image  

HH High-high subband 

HL High-low subband 

I Original colour medical image  

Ic Original channel image  

Iw Watermarked colour medical image  

Iwc Watermarked channel image  

L Total number of RONI blocks 

LH Low-high subband 

LL Low-low subband 

Lseq Length of the binary sequence  

M Mask image  

MSEc Mean Sequer Error for Color image 

PSNRc Peak Signal to Noise Ratio for colour image  

Seq The binary sequence  

SIC Side Information Code  

TDLD Tamper detection and localization data  

Thr Threshold value 

W Width of original colour medical image  
 

Abbreviations 

CMI Color medical image  

CMIs Color medical images  

EHR Electronic health record 

EmCh  Embedding algorithm for a single channel from the image    

EmMain  Main embedding algorithm  
EmRONI Embedding algorithm for region of non-interest blocks    

EPR  Electronic patient record 

ExCh 
Extraction algorithm for a single channel from the colour medical 

image 

ExMain Main extraction algorithm  
ExRONI  the extraction algorithm for region of non-interest blocks    

Im1  Sample colour medical image 1 

Im2  Sample colour medical image 2 

Im3 Sample colour medical image 3 

Im4 Sample colour medical image 4 

MIA  Medical image authentication 

RGB  Red, Green, and Blue 

ROI  Region of interest  

RONI  Region of non-interest  

SLT  Slantlet transform 

TDL  Tamper detection and localization  
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